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What is it?
The GDPR is a European law that will govern how companies (whether EU-based or not) use personal data. It
replaces the existing law on use of personal data and comes into force on 25 May 2018. Many aspects of the
existing law will remain in place, including the data protection principles on which the legislation is based,
restrictions on cross-border data transfers and obligations on data controllers. However, the GDPR also brings
new challenges, including increased fines and extra obligations on both data controllers and data processors.

Side note: In the EU, personal data means almost anything that could identify a person, not just names, email
addresses, addresses and phone numbers, but also device IDs, IP addresses and even some cookie data.

Does it apply to me?
Yes, if you: (a) offer goods or services to EU-based individuals (whether for payment or not); and/or (b) monitor
the behaviour of EU-based individuals (including via cookies). This, importantly, may also capture companies
providing B2B services to businesses based in the EU, such as hosted data services, data analytics platforms
and outsourced business functions. In a nutshell, Europe wants to ensure that companies marketing to or
interacting with EU consumers are more responsible in doing so. It is important to remember that the GDPR
does not discriminate by sector, most companies with an online presence and any companies that process EU
personal data will be impacted, regardless of sector. Ad Tech, Cloud and SaaS providers are likely to be hit
particularly hard.

Ok, so what do I have to do?
It really depends on two things: your appetite for risk and your role in respect of the data involved. What do we
mean by the latter? You can be a data controller in charge of deciding what happens to the data, in which case
your obligations are numerous; or you can be a data processor or sub-processor being told by someone else
what to do with that data, in which case you have fewer obligations than data controllers, but you cannot sit back
and relax. Regardless of your role, you will need to:

better inform your customers about what you do with their data;

account for the data you process (e.g., by keeping clear records on what you do with data); and

start putting privacy higher up your list, both at the inception of the product or service and throughout its lifecycle (including

ensuring adequate security).

What happens if I don’t do it?
It depends what you classify as your worst-case scenario. It could be a breach of the law, like mishandling data
or a data breach, in which case you are looking at reputational damage, business losses and fines of up to 20M
Euros or 4% of worldwide annual turnover (whichever is greater). Or it could be delaying or losing out on an
M&A transaction or an investment opportunity because you are not GDPR compliant. Each business, large or
small, will face its own personal challenges with regard to GDPR. Questions? No problem. Get in touch – Cooley
can help.

This content is provided for general informational purposes only, and your access or use of the content does not

https://www.cooleygo.com/guide-data-protection-eu/
https://www.cooleygo.com/navigating-cross-border-data-transfers-safe-harbor-ruling/


create an attorney-client relationship between you or your organization and Cooley LLP, Cooley (UK) LLP, or
any other affiliated practice or entity (collectively referred to as "Cooley"). By accessing this content, you agree
that the information provided does not constitute legal or other professional advice. This content is not a
substitute for obtaining legal advice from a qualified attorney licensed in your jurisdiction, and you should not act
or refrain from acting based on this content. This content may be changed without notice. It is not guaranteed to
be complete, correct or up to date, and it may not reflect the most current legal developments. Prior results do
not guarantee a similar outcome. Do not send any confidential information to Cooley, as we do not have any duty
to keep any information you provide to us confidential. When advising companies, our attorney-client
relationship is with the company, not with any individual. This content may have been generated with the
assistance of artificial intelligence (Al) in accordance with our Al Principles, may be considered Attorney
Advertising and is subject to our legal notices.
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