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April 30, 2025

In a letter dated April 28, 2025, a group of US senators urged Federal Trade Commission (FTC) Chair Andrew Ferguson to

examine and address the privacy risks associated with the growing market for consumer devices capable of collecting neural data –

information potentially revealing an individual’s thoughts, emotions or subconscious cognitive responses. Neurotech devices may

be implanted in the brain or worn by a person, in the form of headbands, helmets or earbuds. They detect brain activity, such as

electrical activity, blood flow and oxygenation, and can derive private information about a person from the data collected.

Citing the unique sensitivity of this data, the letter explicitly calls on the FTC to:

Leverage its existing powers under Section 5 of the FTC Act to investigate neurotechnology companies that may be engaging in
unfair or deceptive acts or practices.

Invoke Section 6(b) of the FTC Act to study companies in the space and whether they are transferring data to foreign
governments.

Clarify how existing FTC privacy standards apply to neural data.

Enforce the Children’s Online Privacy Protection Act (COPPA) to protect the privacy of children’s neural data.

Initiate a rulemaking process with respect to neural data.

Ensure that neurotechnologies are subject to disclosure and transparency standards, even when data is de-identified or
anonymized.

The senators’ interest in whether neural data is being transferred to foreign governments mirrors the apparent concern of the

Montana Legislature, whose mental privacy bill is on its way to Montana’s governor for signature. Montana’s bill would, among

other things, prohibit neural data from being stored in certain countries and prohibit neural data from being stored in any countries

outside the US, absent consumer consent.

The senators also expressed concern about military uses of neural data.

This direct Senate appeal elevates the potential for FTC investigations focused on neural data practices. Companies developing,

deploying or utilizing consumer neurotechnologies, or processing consumer neural data, should interpret this as an indicator of

heightened compliance expectations and regulatory risk. In light of this increased focus, companies involved with consumer neural

data should proactively review and potentially enhance their data governance frameworks. Specifically, companies in the space

should assess whether they:

Provide clear, accessible information to users about how their neural data is collected, used, stored and shared.

Ensure consent mechanisms are clear, specific, transparent and go beyond standard privacy policy disclosures to address the
unique nature of neural data.

Implement robust information security policies and procedures specifically tailored to the heightened sensitivity of neural
information.

https://www.democrats.senate.gov/newsroom/press-releases/leader-schumer-leads-senate-democrats-in-demanding-trump-administration-protect-americans-most-sensitive-personal-data-amid-rise-of-brain-tech-like-neuralink-warns-against-corporate-exploitation-and-foreign-threats


Cooley special counsel Brett Weinstein also contributed to this alert.
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