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Under the UK Online Safety Act 2023 (OSA), a wide range of online services are subject to extensive new
obligations related to illegal content and content harmful to children.

The UK’s Online Safety regulator, Ofcom, has now set out its children’s access guidance, along with guidance on
what constitutes effective age assurance. These publications triggered a requirement for all in-scope services to
assess whether they are likely to be accessed by children (a child, for the purpose of this legislation, being a
person in the UK under the age of 18). This children’s access assessment must be completed by 16 April 2025.

If a service is likely to be accessed by children, the service provider will be required to comply with children’s
protection duties — namely, carry out a children’s risk assessment (guidance on this is due in April 2025) and
comply with Ofcom’s Protection of Children Codes (which will come into effect in July 2025).

Ofcom has previously stated that online gaming is a ‘fundamental form of entertainment for children’. Therefore,
gaming platforms will no doubt be a target for the regulator.

In advance of the upcoming deadline, to the extent you have not already taken action to confirm whether you are
in scope of the OSA and/or carry out a children’s access assessment, we set out below the key points to bear in
mind.

Are you 1n scope of the OSA?

By way of reminder to check whether you’re in scope:

Type of service

If you provide a service which allows users to interact with each other in any way, then you are likely to fall
within the user-to-user service bracket and be in scope of the OSA.

Offline games are not caught by the OSA. However, online gaming platforms are likely to be caught by the OSA
where they have functionalities that enable user-to-user interaction. For example, multiplayer games — be it
smaller team-based games or massively multiplayer online games — which have text or voice chat functionalities
will be in scope, as well as games that allow for the sharing of user-generated content (including livestreaming),
or those that use virtual reality or augmented reality to create communal online spaces.

Size of service

There are no exceptions for small or micro businesses. If your service is a user-to-user service, then it is
irrelevant how big or small it is, and the duties and obligations apply.

Territorial scope
This is broad. Services do not have to have a presence or operations in the UK. They do not even need to

specifically target UK users. It may be enough that your service is accessible by UK users if the risks presented
by the service are significant.

Children’s access assessment



The children’s access assessment is a two-stage test.
Stage 1

Is it possible for children to access the service (in full or part)?

« If the service has in place highly effective age assurance (HEAA), explained further below, then it is not in scope. However, as
explained below, the bar for HEAA is high, and most services will not meet it.
e If the service does not have in place HEAA, then it may be in scope, depending on the outcome of Stage 2.

Stage 2
There are two questions here: Do a significant number of children access the service, and is the service likely to
attract a significant number of children? Unless the answer to both questions is no, the service will be in scope.

e The OSA does not define what is meant by a ‘significant number’ of children; however, Ofcom guidance suggests that this is

‘likely to depend on the nature and context of the service’. So, for example, if a relatively high percentage of the overall user
base are children, this is likely to be “significant’. Equally, the guidance also notes that even a relatively small number of
children could be deemed ‘significant’ if the risks to children presented by the service are serious.

o Factors that service providers in the gaming space should consider include the following:

o Does the service provide benefits to children? If the designated age rating for the game includes those under 18, the
answer to this will be yes.

o Does the content on the service appeal to children? This can apply even where a game has an ’18’ rating and there
are already active steps to limit children’s access. If you have had reports of children wrongfully trying to play a game
for adults or access a service associated with a game that is restricted to adults, this would suggest that the content is
appealing to children. Gaming platforms also should be mindful that older children, e.g. late teens, may be interested in
games targeted at adults.

o Is the design of the service appealing to children? This is broad and could capture colours and presentation styles, as
well as features and functionalities that appeal to children, such as the ability to make a user profile and/or make
connections with others.

o Do children form part of your commercial strategy? This could include unintentionally targeting children, e.g. if your
game is advertised on other services known to be accessed by children.

The results of the children’s access assessment must be documented. If you conclude that your service is not

likely to be accessed by children, then you also must document your methodology and evidence for reaching
this conclusion.

There is an ongoing duty to assess children’s access. Services out of scope of children’s protection duties are
required to carry out children’s access assessments regularly (and not more than one year apart).

Implementing HEAA

Ofcom has provided guidance on implementing HEAA requirements. The guidance does not prescribe how
service providers can implement HEAA requirements but instead affords services a level of flexibility.

It lists the kinds of age assurance it considers to be highly effective — including photo ID matching, facial age
estimation, mobile-network operator age checks, credit card checks and email-based age estimation.

It also identifies methods it does not consider highly effective — including self-declaration of age, age verification
through online payment methods which do not require a user to be older than 18 (debit cards), and general
contractual restrictions on the use of the service by children.

Beyond this, it sets out four criteria for assessing age assurance methods’ effectiveness:

e Technical accuracy - the degree to which an age assurance method can correctly determine the age of a user under test
lab conditions.

e Robustness - the degree to which an age assurance method can correctly determine the age of a user in actual deployment
contexts.


https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-1-10-weeks/statement-age-assurance-and-childrens-access/childrens-access-assessments-guidance.pdf?v=388843
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-1-10-weeks/statement-age-assurance-and-childrens-access/part-3-guidance-on-highly-effective-age-assurance.pdf?v=388809

¢ Reliability — the degree to which the age output from an age assurance method is reproducible and derived from trustworthy
evidence.
¢ Fairness — the extent to which an age assurance method avoids or minimises bias and discriminatory outcomes.

Challenges for services can arise in implementing HEAA whilst also complying with data protection obligations.
Ofcom is working closely with the UK’s data protection regulator to align their guidance but tensions
nevertheless remain between these two sets of regulatory requirements.
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