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On December 30, President Donald Trump signed new legislation aimed at addressing illegal robocalls and,
particularly, scam calls. The legislation passed the US House and Senate by overwhelming bipartisan votes
earlier in December.

The law gives new tools to the Federal Communications Commission and the US Department of Justice to target
and punish illegal robocalls. Additionally, it requires the FCC to review its standards for autodialed calls that are
not subject to the telemarketing rules and, potentially, narrow the exemptions from those rules. It also requires
voice service providers to adopt call authentication methodologies, notably STIR/SHAKEN, which could be used
to block calls; to take steps to be able to trace calls back to their sources; and to provide call authentication and
robocall blocking services without imposing additional fees. In addition, the FCC must consider requiring voice
service providers to know the identities of their customers.

Some elements of this law could have effects that extend far beyond telemarketing. Any changes to the current
exemptions from the telemarketing rules could have impacts on many types of customer service calls and texts,
such as updates on flight schedules or service appointments. In addition, the possibility of requiring carriers to
determine the identities of customers could have an impact, in particular, on the prepaid wireless business and
even on how wireless carriers offer family plans.

Impacts on companies that initiate calls
Although the focus of the law is on stopping illegal robocalls at the source, it includes several provisions that
target parties that initiate calls. They include the following:

The FCC has new, explicit authority to impose fines on parties that initiate illegal robocalls and will have four years to impose

fines from the time a violation occurs, up from two years under the current law.

The FCC is required to make referrals to the Justice Department for calling parties that commit willful, knowing and repeated

robocall violations with an intent to defraud, cause harm or wrongfully obtain anything of value.

The US attorney general is required to report to US Congress on prosecutions for violation of the telemarketing requirements

in the federal Communications Act. This provision, combined with the referral provision, likely will result in more

prosecutions.

The FCC is required to review the current exemptions from the robocall rules for calls that are not made for commercial

purpose, calls that are made for commercial purposes but do not include unsolicited advertisements and calls that are made

to mobile phones but do not impose a charge on the called party. In that review, the FCC must consider whether those

exemptions should be limited to particular types of calling parties, to particular types of called parties or to a certain number

of calls from one party to another. Any changes in the exemptions could affect calls and texts for customer service and similar

purposes, which today are subject to less stringent requirements than sales calls.

The FCC must adopt rules that create a process to allow parties that initiate calls of any kind (not just autodialed calls) to

verify the authenticity of their calls to prevent blocking or mislabeling of those calls. This process will not prevent consumers

from blocking calls that they wish to block; it is focused only on erroneous blocking.

Impacts on companies that provide voice services
Most of the law is devoted to new or modified requirements for voice service providers, all of which are intended
to allow illegal robocalls to be identified, blocked and traced to their original sources. These are the key
elements of those requirements:

Voice providers are required to adopt a framework for authentication of all calls – STIR/SHAKEN for Voice over Internet

https://www.congress.gov/116/bills/s151/BILLS-116s151eah.pdf


Protocol (VoIP) calls and a yet-to-be-determined framework for other types of calls. In general, VoIP providers have 18

months to implement STIR/SHAKEN, but the FCC may grant extensions in some cases. The deadline for other providers will

be extended until reasonable authentication measures are identified. Providers that are granted extensions must adopt

robocall mitigation measures. The FCC also will issue best practices for call authentication and is required to review the call

authentication requirements every three years.

The FCC will adopt a safe harbor to protect voice service providers from liability if they block calls that fail call authentication,

including if the blocking is accidental or mistaken. This safe harbor must ensure that calls from areas where authentication

has not been implemented are completed.

The FCC must open proceedings on how to protect customers from receiving calls or texts from unauthenticated numbers

and on whether to require carriers to know the actual identities of their customers.

Voice service providers cannot impose separate charges on their residential and small business customers for call

authentication or robocall blocking services. They can include the costs of those services when calculating their overall rates.

The FCC must take steps to promote efforts to trace back illegal robocalls to their origins and to protect customers from one-

ring scams that involve calls from pay-per-call or international numbers that are hung up after one ring in the hope that

consumers will return the calls.

This content is provided for general informational purposes only, and your access or use of the content does not
create an attorney-client relationship between you or your organization and Cooley LLP, Cooley (UK) LLP, or
any other affiliated practice or entity (collectively referred to as "Cooley"). By accessing this content, you agree
that the information provided does not constitute legal or other professional advice. This content is not a
substitute for obtaining legal advice from a qualified attorney licensed in your jurisdiction, and you should not act
or refrain from acting based on this content. This content may be changed without notice. It is not guaranteed to
be complete, correct or up to date, and it may not reflect the most current legal developments. Prior results do
not guarantee a similar outcome. Do not send any confidential information to Cooley, as we do not have any duty
to keep any information you provide to us confidential. When advising companies, our attorney-client
relationship is with the company, not with any individual. This content may have been generated with the
assistance of artificial intelligence (Al) in accordance with our Al Principles, may be considered Attorney
Advertising and is subject to our legal notices.

Key Contacts

This information is a general description of the law; it is not intended to provide specific legal advice nor is it
intended to create an attorney-client relationship with Cooley LLP. Before taking any action on this information
you should seek professional counsel.
 
Copyright © 2023 Cooley LLP, 3175 Hanover Street, Palo Alto, CA 94304; Cooley (UK) LLP, 22 Bishopsgate,
London, UK EC2N 4BQ. Permission is granted to make and redistribute, without charge, copies of this entire
document provided that such copies are complete and unaltered and identify Cooley LLP as the author. All other
rights reserved.

Scott Dailard 
San Diego

sdailard@cooley.com 
+1 858 550 6062

J.G. Harrington 
Washington, DC

jgharrington@cooley.com 
+1 202 776 2818

Robert M. McDowell 
Washington, DC

rmcdowell@cooley.com 
+1 202 842 7862

https://www.cooley.com/legal-notices



	President Signs Sweeping New Robocall Legislation
	Impacts on companies that initiate calls
	Impacts on companies that provide voice services
	Key Contacts


