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On 30 March 2023, HM Treasury and the Home Office published the Economic Crime Plan 2 for 2023 to 2026.
The three-year plan builds on the first Economic Crime Plan published in 2019 and commits the UK government
to:

e Combatting kleptocracy and driving down sanctions evasion.
e Cutting fraud.
e Reducing money laundering and recovering more criminal assets.

To address these commitments, the plan includes several ambitious reforms, mainly focused on heightened
criminal enforcement. We have summarised the key takeaways below

Sanctions evasion

The plan acknowledges the importance of sanctions in encouraging Russia to cease its activities in Ukraine —
and, more generally, to combat state threats, terrorism, cyberattacks and other issues. As such, the plan evinces
the UK government’s will to make sanctions enforcement a priority for the coming years. The plan outlines
specific actions to combat sanctions evasion and high-end money laundering linked to kleptocracy:

e Improve design, implementation and enforcement of financial sanctions.

o The plan aims to improve engagement and information-sharing of suspected cases of sanctions violations between
supervisory bodies such as the Financial Conduct Authority (FCA), professional body supervisors and the Office of
Financial Sanctions Implementation (OFSI).

o The government also will enhance OFSI’s methods of engagement with the public, the private sector and supervisory
bodies. OFSlI is further tasked with reviewing and expanding its enforcement guidance, licencing framework and future
legislative needs.

o The plan aims to improve cooperation and collaboration with the US, European Union and other jurisdictions to share
information on how the implementation and enforcement of sanctions can be improved.

o The government commits to delivering a published assessment of sectoral threats and identifying vulnerabilities
relating to financial sanctions.

¢ Strengthen the operational and international response to kleptocracy.

o ‘Kleptocracy’ is a term used to describe a society or system under which high-level political power is abused by a
network of ruling elites to steal their country’s resources and public funds for their own private gain. The plan seeks to
expand the capacity of the existing Combatting Kleptocracy Cell (CKC) to target corrupt elites and kleptocrats. The
CKC, established in February 2022, is a unit within the National Crime Agency (NCA) that investigates criminal
sanctions evasion and high-end money laundering.

o The plan also aims to strengthen international cooperation to tackle ‘enablers’ of kleptocracy by working in partnership
with agencies around the world to target specific individuals and assets.

Fraud

The plan notes that fraud accounted for an estimated 41% of all crime experienced by adults in England
and Wales in the year ending September 2022. It, therefore, underlines the importance of tackling fraud
and points to the forthcoming Fraud Strategy. Specifically, the government aims to:
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o Modernise the response and reduce the impact of fraud against the public sector.

¢ The plan highlights the new Public Sector Fraud Authority (PSFA) launched in August 2022. It tasks the PSFA
with ensuring that ministerial departments and public bodies understand and take action on fraud against the
public sector.

¢ The plan also launches a new Counter Fraud Profession under which the PSFA will develop standards, deliver
technical updates, training and apprenticeships, and continuously assess members.

e The PSFA also will work with partners internationally to share and develop leading practices, standards and
guidance in combatting fraud against the public sector.

o Implement wider economic crime reforms and infrastructure that will have an impact on tackling fraud. The
plan notes that the actions set out in its other sections will support the government’s wider efforts to tackle fraud. For
example, the Economic Crime and Corporate Transparency Bill was introduced last year as part of the government’s
overarching strategy to combat economic crime and encourage corporate transparency. There is a significant proposal
within the draft legislation that, if adopted, would introduce a new offence of ‘failure to prevent fraud’. The aim is ‘to
hold organisations to account if they profit from fraud committed by their employees’. For a deeper dive into this
potentially game-changing proposal, see our overview and commentary, Failing to Prepare is Preparing to Fail.

Money laundering

The plan sets out several targets for the UK government to achieve a reduction in money laundering:

o Limit the abuse of corporate structures. Under the Economic Crime and Corporate Transparency Bill, Companies
House will be empowered to verify the identities of those behind new and existing companies and use enhanced
intelligence capabilities to check information that has been filed.

o Combat criminal abuse of crypto-assets. The plan sets out targets to increase law enforcement capacity to pursue
and prosecute the abuse of crypto-assets. A key initiative includes establishment of a multiagency Crypto Cell.

o Improve intelligence, feedback and analysis through Suspicious Activity Reports (SARs) Reform
Programme. A suspicious activity report is a disclosure made by a regulated person to the NCA about known or
suspected money laundering or terrorist financing. The SARs Reform Programme aims to address variations in
reporting and under-reporting, increase the use of SARs by law enforcement, modernise the technology used for
SARs reporting and analysis, and increase the capacity of the UK Financial Intelligence Unit.

o Recover more criminal assets. The plan aims to build on the 61% increase in asset recoveries from last year, which
was achieved because of the Asset Recovery Action Plan. It establishes a new Anti-Money Laundering and Asset
Recovery (AMAR) Programme to build capacity across the system to increase intelligence, enhance investigative
capability and deliver improved technology.

Conclusion

The plan sets out an ambitious package of goals — and methods to achieve them — in the fight against
economic crime. Building on the use of public-private partnerships that were particularly pivotal to progress
in the first Economic Crime Plan (2019 — 2022), the plan focusses directly on impact and outcomes of
measures. It marks a significant shift in bringing sanctions enforcement into the mainstream of economic
crime enforcement, while also evidencing the heightened risks resulting from the wider geopolitical
environment and evolving national security threats.

Businesses should look to strengthen their due diligence and anti-money laundering processes to deal with
sanctions and money laundering risks — and to avoid the risk of enforcement action. If “failure to prevent
fraud’ is introduced, which appears likely, we envisage a further step change in the UK’s compliance
landscape. Businesses also should consider setting up or strengthening systems of information-gathering
and retention regarding economic crime to comply with new information-sharing initiatives.

If you would like further information or advice on how the plan may impact your business, please contact
the authors below.

This content is provided for general informational purposes only, and your access or use of the content does not
create an attorney-client relationship between you or your organization and Cooley LLP, Cooley (UK) LLP, or
any other affiliated practice or entity (collectively referred to as "Cooley"). By accessing this content, you agree
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that the information provided does not constitute legal or other professional advice. This content is not a
substitute for obtaining legal advice from a qualified attorney licensed in your jurisdiction, and you should not act
or refrain from acting based on this content. This content may be changed without notice. It is not guaranteed to
be complete, correct or up to date, and it may not reflect the most current legal developments. Prior results do
not guarantee a similar outcome. Do not send any confidential information to Cooley, as we do not have any duty
to keep any information you provide to us confidential. When advising companies, our attorney-client
relationship is with the company, not with any individual. This content may have been generated with the
assistance of artificial intelligence (Al) in accordance with our Al Principles, may be considered Attorney
Advertising and is subject to our legal notices.

Key Contacts

Tom Epps tepps@cooley.com

London +44 (0) 20 7556 4382
Caroline Hobson chobson@cooley.com
London +44 20 7556 4522

Victoria Barlow vbarlow@cooley.com

London +44 20 7556 4583

Juan Nascimbene jnascimbene@cooley.com
London +44 (0) 20 7556 4558
Benjamin Sharrock-Mason bsharrockmason@cooley.com
London +44 (0) 20 7556 4220

This information is a general description of the law; it is not intended to provide specific legal advice nor is it
intended to create an attorney-client relationship with Cooley LLP. Before taking any action on this information
you should seek professional counsel.

Copyright © 2023 Cooley LLP, 3175 Hanover Street, Palo Alto, CA 94304; Cooley (UK) LLP, 22 Bishopsgate,
London, UK EC2N 4BQ. Permission is granted to make and redistribute, without charge, copies of this entire
document provided that such copies are complete and unaltered and identify Cooley LLP as the author. All other
rights reserved.


https://www.cooley.com/legal-notices

	UK Government Gets Tough on Sanctions Evasion, Fraud and Money Laundering in Newly Published Economic Crime Plan
	Sanctions evasion
	Fraud
	Money laundering
	Conclusion
	Key Contacts


