
October 22, 2015

It's been over two weeks since the European Court of Justice (CJEU) sent shock waves through the almost 4,500 companies that

had previously relied on the US-EU Safe Harbor framework. Read more about the ruling. These companies can no longer rely on

the framework for safe passage of personal data from the EEA to the United States and, while there is not necessarily a need for

mass panic, they must now try to find alternative adequate routes before 31 January 2016.

Article 29 Working Party

The Article 29 Working Party (The Working Party), a European advisory group made up of data protection officials from across

Europe, met on Thursday 15th October to discuss the consequences and next steps following the CJEU ruling and released a

statement the following day.

The main message was that EU data protection authorities (DPAs) are taking this seriously and that they believe it is absolutely

essential to have a robust, collective and common position on the implementation of the judgment. Collaboration is also key and

they "urgently called" on Member States and European institutions to open discussions with US authorities to find political, legal

and technical solutions that respect EU citizens' fundamental rights. Whilst the Working Party finds data transfer via Safe Harbor

unlawful, it still considers alternative methods such as Standard Contractual (or "Model") Clauses and Binding Corporate Rules

lawful, but these will now be more closely analysed in light of the judgment. Companies have, however, been given a grace period

until the end of January 2016 to implement appropriate alternative methods of transferring personal data to the US, after which

time, EU data protection authorities will be committed to taking all necessary and appropriate actions, which may include

coordinated enforcement actions.

Global impact

Amongst the aftermath of the ruling, there remains a rather large elephant in the room, which is the future of global surveillance.

Following the Snowden revelations, multiple countries have been criticised for finding loop holes in international privacy laws in a

"bazaar" of data collection as Snowden called it, where intelligence services in Europe swap collected information and data.

It is important to remember that this decision is not only an EU or even a transatlantic problem. This week, Israel's data protection

authority (the Israeli Law Information and Technology Authority, or, ILIT) also stated that multinational companies can no longer rely

on Safe Harbor for transferring data to the US. ILIT plans to further investigate the implications and will provide any further findings

or clarifications as necessary. Many more countries may follow Israel's lead and we should not rule out the possibility that the

European Commission will reconsider whether countries it previously considered as providing "adequate" protection to personal

data, actually still do.

What say the USA?

The US Department of Commerce is open for business and, according to its website, is still accepting Safe Harbor applications,

which is perhaps a little hopeful.

As pointed out by the European Commissioner for Justice, Consumers and Gender Equality, the negotiations on "Safe Harbor 2"
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and the umbrella agreement continue, and there is undoubtedly added pressure on these negotiations following the invalidation of

the European Commission's Safe Harbor Decision.

Back to the future

As to what the future holds, this is difficult to foretell. If the billion dollar companies are seamlessly implementing alternative ways of

getting personal data to the US, what has really changed in terms of surveillance? The US will need to do its best to negotiate a

new, better Safe Harbor, but there are concerns as to whether this is even possible: in a post 9-11 world, will the US and other

government agencies around the world ever give up their rights to circumvent privacy laws?

For now, you are safe with Model Clauses, BCRs and other approved mechanisms of cross-border data transfer, but these safety

nets could be short-lived once the Working Party put them under their microscope. Last week, Germany's Schleswig-Holstein

authority stated that on strict interpretation of the CJEU ruling, transfers on the basis of Model Clauses should no longer be

permitted and that consent may not be a valid alternative as informed consent requires a notification of the risks of processing and

an informed choice to waive comparable or adequate protections. This decision is restricted to Germany and it remains to be seen

whether the views expressed regarding consent will be any more than just thoughts on this subject area. For now, consent remains a

valid mechanism for data transfer out of the EEA and we do not believe the DPAs will be quick to remove this as an option for

international data transfer.

For businesses previously relying on Safe Harbor there is a risk assessment to be made. How much will it cost you to implement

alternatives? The fines may not seem so scary now, but when the General Data Protection Regulation comes into play they will

increase to up to €1 million, or between 2% to 5% of gross annual turnover. Increased litigation and claims from individuals may

also be on the horizon. Different industries have different options; we can help deal with the consequences and risks in the

aftermath of the ruling. Please see our sector-specific advice or contact Sarah Pearce.
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