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The US Court of Appeals for the Sixth Circuit released its decision on the appeal of the Federal Communications
Commission (FCC) data breach notification and reporting rules. The FCC order, which largely became effective
in 2024, revised the definition of reportable data breaches, modified the requirements for customer notifications
of breaches and required breaches to be reported to federal law enforcement and the FCC. The general effect of
these changes was to broaden the scope of data breaches that required notification and reporting. The order
covers providers of telecommunications services, telecommunications relay service (TRS) providers, wireless
companies and voice over IP (VolP) providers. The decision upholds the rules, rejecting challenges based on the
FCC'’s statutory authority and a 2017 Congressional Review Act (CRA) resolution rejecting previous revisions to
the FCC’s telecom privacy rules. As a result, the rules remain in effect, except for some requirements that still
are being reviewed by the Office of Management and Budget (OMB).

In deciding whether the FCC had the authority to adopt the rules, the court considered both Section 222 of the
Communications Act, which governs customer privacy, and Section 201(b) of the Communications Act, which is
a more general grant of authority. The court concluded the FCC did not have authority under Section 222
because the relevant portion of that section covers only a specific category of information known as customer
proprietary network information — not personally identifiable information, such as names and addresses, that
would be affected by data breaches. However, the court held that the FCC did have authority to adopt the rules
under Section 201(b) because that section gives the FCC the authority to regulate “practice[s] ... in connection
with communication service,” and reporting and notification of data breaches qualifies as a practice. The court
held that the rules also can be applied to providers of TRS because the Communications Act gives the FCC the
authority to ensure that TRS is functionally equivalent to standard voice service.

The court considered whether a 2017 resolution under the CRA overturning earlier privacy rules prevented the
FCC from adopting the new rules on notification and reporting of data breaches because the CRA prohibits
adopting rules that are “substantially the same” as the rules that were rejected. The court concluded that the
CRA does not prohibit an agency from readopting a portion of a larger set of rules if Congress did not
specifically overturn the individual rules being readopted. The court also concluded that there were enough
differences between the original data breach rules and the 2024 data breach rules that the two sets of rules were
not substantially the same.

The immediate effect of this decision is to leave the 2024 data breach rules in place. Companies that are subject
to the rules should ensure incident response plans meet the FCC’s reporting timelines and update customer
notice templates to satisfy the FCC’s “sufficient information” standard. In addition, the FCC’s expanded breach
definition raises the likelihood that a single incident will trigger both federal and state notifications, so it will be
important to coordinate federal and state reporting.

This decision also may have a broader impact. The decision’s expansive reading of Section 201(b) suggests that
the FCC’s power extends beyond the actual provision of service to cover all “practices” in support of providing
the service, which could lead to more aggressive regulation in the future. The decision also endorses a fairly
narrow view of the CRA, which would give agencies that had rules overturned an incentive to revisit their earlier
decisions and readopt portions of rules that had been rejected, or to readopt the old rules with a small number of
changes. It is particularly significant because it is the first case to consider what agencies can do following a
CRA resolution.

It is likely that there may be further activity on these rules. The petitioners could seek further review by the
entire Sixth Circuit or the US Supreme Court. In addition, FCC Chairman Brendan Carr dissented from the
original order, and he could seek to repeal the rules during his term. Finally, the portions of the rules concerning
the specifics of the notification and reporting process are still under review by the OMB and have not yet taken
effect.


https://www.opn.ca6.uscourts.gov/opinions.pdf/25a0224p-06.pdf
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