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with the General Data Protec-
tion Regulation (“GDPR”)
poised to bring about the

most significant changes to data protec-
tion law and practice in the EU since
1995 and the recent invalidation of the
US-EU Safe Harbour scheme followed
by the imminent introduction of the
EU-US Privacy Shield, there is cur-
rently an enormous focus on data pro-
tection in the EU. Given the wide
scope of data that they process and
their often disparate processing prac-
tices, employers in particular should be
proactively reviewing the procedures
they currently have in place in order to
ensure that they are dealing with
employee data appropriately and are in
the best position possible to take the
necessary steps to comply with the
more stringent requirements of the
GDPR. The following Q&A addresses
some common issues and concerns
regarding the processing of employee
data.
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fë=ÅçåëÉåí=íÜÉ=ÄÉëí=~ééêç~ÅÜ=íç=éêçJ
ÅÉëëáåÖ= ÉãéäçóÉÉ= Ç~í~\= Consent to
process employees’ personal data is
often used as a default legal basis for
processing. However, it is not always
required and/or there may be other
legal bases which may be more appro-
priate. For example, the processing
may be required by the employment

contract. This would apply to the pro-
cessing of data for the purposes of pro-
viding employees with their contractu-
al entitlements such as benefits and
holiday. Alternatively, the employer
may be under a legal duty to process
the information, such as absence infor-
mation processed for the purposes of
paying Statutory Sick Pay. Finally, the
processing may be necessary for the

employer’s legitimate interests and the
benefits to be gained from processing
justify the privacy intrusion. when
considering whether this basis is avail-
able, the Information Commissioner’s
Office (“ICO”) Employment Practices
Code (the “Code”) and Supplementary
Guidance advises employers to carry
out an impact assessment which
involves:

identifying the purpose(s) for col-1.
lecting the information and any
likely adverse impact of doing so; 
considering any possible2.
 alternatives; 
taking any obligations that would3.
arise from collecting and holding
the information into account; and
finally, judging whether the4.
employer’s proposed actions are
therefore justified.
where employers process employ-

ees’ sensitive personal data, they will
also have to satisfy one of the condi-
tions for processing such data set out in
Schedule 3 of the Data Protection Act
1998 (the “DP Act”). In these circum-
stances, the options are more limited
and in particular there is no legitimate
interest condition for processing.
Employers may be able to process
employees’ sensitive personal data
without consent if the processing is
necessary to comply with a legal obli-
gation, such as health and safety legisla-
tion, checking employees’ entitlement

to work in the UK or considering rea-
sonable adjustments to accommodate
for employees with disabilities. How-
ever, consent may sometimes be the
only option available to employers to
legitimize the processing of sensitive
personal data. To be valid under the DP
Act, consent for the processing of sen-
sitive personal data must be explicit.

while the ability to obtain consent

is useful, there are limitations as to how
far consent can be relied upon for the
processing of both employees’ personal
data and sensitive personal data. In par-
ticular, employees must be fully
informed about the processing, must
freely give their consent and can with-
draw it at any time. Further, looking
forward, under the GDPR it will be
even harder for employers to rely on
employees’ consent.

bjmilvbb ob`loap
^å=ÉãéäçóÉÉ=áë=çÑ=íÜÉ=îáÉï=íÜ~í=íÜÉáê
~ééê~áë~ä=êÉÅçêÇ= áë= áåÅçêêÉÅíI=Äìí=íÜÉ
ã~å~ÖÉê= áå= èìÉëíáçå= êÉàÉÅíë= íÜÉ
êÉèìÉëí= íç= ÅçêêÉÅí= íÜÉ= áåÑçêã~íáçåK
tÜ~í= áë= íÜÉ= ÅçêêÉÅí= ï~ó= íç= Ü~åÇäÉ
íÜáë= ëáíì~íáçå\= The employer should
refer to the company’s appraisal and
grievance procedures and policies. The
Advisory, Conciliation and Arbitration
Service (“ACAS”) guidance on
appraisals states that employers should
set up a procedure for employees to:

in the first instance, be given the1.
opportunity to sign the completed
form and express their views on the
appraisal they have received; and 

if necessary, appeal against their2.
assessment, in order to preserve the
credibility of the appraisal scheme. 
Appeals should be made to a more

senior manager than the appraiser. If it
is subsequently agreed that the
appraisal record is inaccurate, this will
need to be updated in order to comply
with the DP Act. One of the data pro-
tection principles under the DP Act is
that “personal data should be accurate
and, where necessary, kept up to date”.
Employers should be aware that where
a record is inaccurate, the employee has
a right to apply to the court for an
order to rectify, block, erase or destroy
the inaccurate information.
tÜç=ëÜçìäÇ=Ü~îÉ=~ÅÅÉëë=íç=ÉãéäçóÉÉ
~ééê~áë~äë\ On the grounds that those
who delegate work and monitor per-
formance are best placed to appraise
performance, in most organisations
employees are appraised by their
immediate managers. In some organi-
sations, senior managers may have the

Employee data surgery
Ann Bevitt and Harriett Swan answer questions that deserve attention in any organisation
that processes employee data.

There are limitations as to how far consent 
can be relied upon for the processing of 

employees’ personal data.
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opportunity to check and comment on
appraisal forms as part of the process.
In addition, HR usually has overall con-
trol of the appraisal process. In any case,
only employees with proper authorisa-
tions and the necessary training should
have access to employee appraisals, and
those who do have access should be
made aware that data protection rules
apply and personal information must be
handled with appropriate care and
respect. For example, it may be deemed
inappropriate to share an employee
appraisal with someone junior to the
employee being appraised. 

jlkfqlofkd bjmilvbbp
aç= Åçãé~åáÉë= åÉÉÇ= íç= áåÑçêã= íÜÉ
f`l= áÑ= ìëáåÖ= ÉãéäçóÉÉ= ãçåáíçêáåÖ
íÉÅÜåçäçÖó\ Employers need to regis-
ter their processing with the ICO if
they process data other than for the
three basic purposes (staff administra-
tion; advertising, marketing or public
relations; accounts or records). By
using employee monitoring technolo-
gy, such as CCTv, employers will be
required to register as a data controller
with the ICO and pay a fee of £35
annually: failure to do so is a criminal
offence. There is no additional require-
ment to inform the ICO about new
monitoring practices if an employer is
already registered as a data controller
with the ICO.

while it is easy to understand that
employers may be concerned about
how and when employees spend their
time online or otherwise, they do not
have free rein on employee surveil-
lance. If employees are monitored by
collecting or using information about
them, the DP Act will apply. while
there is no general prohibition on mon-
itoring employees under the DP Act,
the courts have been willing to find that
Article 8 (right to privacy) of the Euro-
pean Convention of Human Rights
may be breached when telephone calls,
emails and internet use are monitored.
Employers should ensure clear rules
and policies are in place so that
employees are aware when they may be
monitored. Doing this can, in certain
circumstances, displace the expectation
of privacy.
`çãé~åó=ã~å~ÖÉãÉåí=ëìëéÉÅí=íÜÉÑí
Äìí=Å~ååçí=ÄÉ= ëìêÉ=ïÜÉíÜÉê= íÜÉ=ÅìäJ
éêáí= áë= ëçãÉçåÉ= Ñêçã= áåëáÇÉ= íÜÉ
=Åçãé~åóK= qÜÉ= Åçãé~åó= ï~åíë= íç

áåîÉëíáÖ~íÉ= ÅçîÉêíäó= Äó= ÜáêáåÖ= ~= éêáJ
î~íÉ= áåîÉëíáÖ~íçêK= açÉë= íÜÉ= Åçãé~åó
Ü~îÉ= íç= áåÑçêã= ÉãéäçóÉÉë\= As men-
tioned above, while there is no general
prohibition on monitoring employees
under the DP Act, employees should be
made aware of monitoring practices
unless more covert action is justified.
Before seeking to monitor employees,
employers should carefully consider
why the monitoring is needed. Employ-
ers should question whether the moni-
toring is justified by the benefit of solv-
ing the problem, and in doing so, alter-
native approaches should also be con-
sidered.

All employees being monitored
should be made aware of the practices
and the reasons for implementing them,
and clear signage should be used where
monitoring is taking place. Covert
monitoring can very rarely be justified,
and to do so, an employer must have
grounds for believing that informing
employees about any required monitor-
ing would make it difficult to prevent or
detect the wrongdoing. when covert
monitoring is used, it should only be in
relation to a specific investigation, and
should be stopped as soon as that inves-
tigation comes to an end.
`~å= ÉãéäçóÉêë= Å~êêó= çìí= ÇêìÖ= íÉëíJ
áåÖ= áå= íÜÉ=ïçêâéä~ÅÉI= ~åÇ= áÑ= ëçI=Üçï
ëÜçìäÇ= íÜÉó= ÉåëìêÉ= íÜÉáê= ÉãéäçóÉÉëÛ
éêáî~Åó= áë= êÉëéÉÅíÉÇ\ Before carrying
out drug testing in the workplace,
employers need to be sure that the
intrusion involved is justified by the
purpose they are trying to achieve. For
example, random testing of blood-
alcohol levels of train drivers may be
justifiable on safety grounds, however
testing office workers in the same way
is unlikely to be. The Code advises
employers to conduct an impact assess-
ment when determining whether the
collection of information through test-
ing is justified and also provides help-
ful guidelines in relation to carrying
out testing which will assist employers
to respect individuals’ right to privacy.
The underlying message is that drug or
alcohol testing is usually justifiable for
health and safety reasons only. These
guidelines include using the least intru-
sive forms of testing that will bring the
intended benefits to the business,
ensuring random testing is genuinely
random, and telling employees what
drugs they are being tested for.

As well as following these guide-
lines, employers should ensure data
stored about employees’ health are
kept particularly secure. This could be
achieved by introducing password pro-
tections on any soft copy files, and/or
keeping hard copies in a sealed enve-
lope in a locked environment. It would
also be appropriate to limit access to
only one or two employees for whom it
is necessary to provide it.

a^q^ qo^kpcbop
cçääçïáåÖ= íÜÉ= êÉÅÉåí= áåî~äáÇ~íáåÖ= çÑ
íÜÉ=rpJbr=p~ÑÉ=e~êÄçìê= ëÅÜÉãÉ= áå
OMNRI= ïÜ~í= áë= íÜÉ= ÄÉëí= çéíáçå= Ñçê
=äÉÖáíáãáëáåÖ= íê~åëÑÉêë= çÑ= ÉãéäçóÉÉ
Ç~í~= íç= íÜÉ= rp\= Companies must
ensure that they compensate for the
lack of data protection in a country
outside the EU by using appropriate
safeguards. Following the recent deci-
sion by the European Court of Justice
declaring the Safe Harbor framework
invalid, and until the EU-US Privacy
Shield is formally adopted, companies
should make sure that standard con-
tractual clauses or alternatives are in
place to legitimise transfers of personal
data to the United States, where neces-
sary. Alternatively, companies can rely
on employees’ consent, but should
note the limitations on consent
referred to above.

Looking forward, under the GDPR
standard contractual clauses, contrac-
tual clauses authorised by a supervisory
authority and Binding Corporate Rules
are all still considered to be adequate
safeguards. In some situations, the
GDPR also provides that companies
may be able to rely on a ‘legitimate
interest’ justification when transferring
data outside the EU.

bjmilvbo ofdeqp
`~å=~å=ÉãéäçóÉê=ÇÉã~åÇ=íç=ëÉÉ=éêÉJ
ëÅêáÄÉÇ= ãÉÇáÅ~íáçå= ÇÉí~áäë\= Employ-
ers should be very clear about why
such data are being collected and com-
fortable that any requirement to pro-
vide such details is justified by the ben-
efits that will result. A key considera-
tion here is being transparent with
employees and making proportionate
requests for information. 

As a general rule, employers should
seek to limit the amount of medical
information they collect on their
employees as much as possible. For
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example, they should consider using a
health questionnaire as opposed to con-
ducting medical testing. They should
also only collect health information
from those employees from whom it is
really required and should ensure that
health information is kept particularly
secure and separate, as outlined above. 
fÑ=~å=ÉãéäçóÉÉ=áë=çÑÑ=ïçêâ=ÇìÉ=íç=áääJ
åÉëëI=ÇçÉë=~å=ÉãéäçóÉê=Ü~îÉ=íÜÉ=êáÖÜí
íç=ÇÉã~åÇ=~ÅÅÉëë=íç=é~ëëïçêÇë=íç=íÜÉ
ÉãéäçóÉÉÛë= ÅçãéìíÉê\= Although
employers don’t have a free rein on
monitoring employees, and employees
are not considered to leave their right
to privacy at the office door, it may be
reasonable for an employer to request
passwords from an absent employee in
order to meet business needs while
they are away. Ultimately, the comput-
er and the information on it are compa-
ny property. As above, in relation to
requesting medical information or car-
rying out drug testing, a key considera-
tion is proportionality. Employers
should consider:

who is the most appropriate1.
employee to access the absentee’s
computer; 
limiting who is given access; 2.
the purpose for access and whether3.
any alternative approaches are
available to the employer; and
only accessing the computer for as4.
long as is necessary to achieve the
purpose.

bjmilvbb ofdeqp
aç= ÉãéäçóÉÉë=Ü~îÉ= ~= êáÖÜí=çÑ= ~ÅÅÉëë
íç=éÉêëçå~ä=áåÑçêã~íáçå=ëíçêÉÇ=Äó=~å
ÉãéäçóÉê\= The DP Act covers com-
puter records and some manual records
kept in structured form. Employees
(prospective, past and current) may
request from an employer what infor-
mation is kept about him/her, and the
employer may make a charge of up to
£10 for responding to each request.
Employers are entitled to protect third
parties, and to withhold information
that might prejudice their business, but
the general principles of the DP Act are

that employees should have access to
personal information held by the
employer.

It is useful to note that while there
is no general exemption from an
employee’s right of access to
 information about him/her simply
because the information is confidential,
there is a special exemption from the
right of access to a confidential refer-
ence when in the hands of the organisa-
tion that gave it. This exemption does
not apply once the reference is in the
hands of the person or organisation to
whom it has been given. As above, the
recipient may still be entitled to take
steps to withhold information that
reveals the identity of any other indi-
viduals named within the reference, for
example, the author.

Ann Bevitt, Partner,Cooley (UK) LLP, and
Harriett Swan, trainee, Cooley (UK) LLP.
Emails: abevitt@cooley.com and 
hswan@cooley.com
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The ICO is currently consulting on
proposals for a revised Privacy notices
Code of Practice. The consultation,
which runs until 24 March, seeks views
on how to provide privacy information
in a clear and engaging way, as well as
engaging individuals better than
before. 

new ideas include just-in-time mes-
sages for websites and mobile apps that
appear, for example, at the time when
filling in an online form. Other issues
that arise from the EU Data Protection
Regulation include layered notices,
complemented by icons and symbols.

Online videos could be used to
complement a privacy policy, the ICO
says. In addition, the ICO proposes to
develop an online tool for data con-
trollers (particularly for smaller busi-
nesses with a less complex data

 environment) that would generate a
privacy notice, incorporating standard
wording that the ICO considers to be
best practice. This would then be
embedded into a website, mobile app
or used in hard copy.  

On transparency and consent, the
ICO says that “when relying on con-
sent, your method of obtaining it
should be clear and prominently dis-
played to individuals. Good practice is
to use an unticked opt-in box. If your
consent mechanism consists solely of
an ‘I agree’ box with no supporting
information then users are unlikely to
be fully informed and the consent
cannot be considered valid.”

“If you process information for a
range of purposes, you should explain
this to people. when doing so, you
should provide a clear and simple way

for them to indicate that they agree to
each type of processing. In other
words, people should not be forced to
agree to several types of processing
simply because your privacy notice
only includes an option to agree or dis-
agree to all. People may wish to con-
sent to their information being used for
one purpose but not another.”

“Good practice would be to list the
different purposes where you are rely-
ing on consent with individual
unticked opt-in boxes for each or
yes/no buttons of equal size and
prominence.”

• See https://ico.org.uk/about-the-
ico/consultations/privacy-notices-trans-
parency-and-control-a-code-of-prac-
t ice-on-communicat ing-privacy-
information-to-individuals/

ICO seeks input on Privacy Notices Code

The Enterprise Bill, which had its
second reading on 3 February, contains
some measures which might impact on
the ICO as a regulator. 

There will be provisions to create

new data sharing powers and extend
spending powers in relation to appren-
ticeships. new data sharing powers
will be given to HMRC and Devolved
Administrations to enable the relevant

authorities in each country to adminis-
ter their apprenticeship schemes. 

• See www.gov.uk/government/
collections/enterprise-bill

Enterprise Bill’s implications for ICO

https://www.gov.uk/government/collections/enterprise-bill

https://www.gov.uk/government/collections/enterprise-bill
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